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Introduction to Plane Spotting



Plane Spotting Jargon

Mode A

- Transponder “squawk” code (4-digit, octal)

- 1030 MHz interrogation; 1090 MHz response
Mode C

- Barometric pressure altitude

Mode S (Select)
- Makes the ACAS II (Airborne Collision Avoidance System) and the ADS-B systems function

1090 MHz Extended Squitter
- Extends Mode S
- Unsolicited 1090 MHz downlink

ADS-B — Automatic Dependent Surveillance-Broadcast

- Uses a certified, high-integrity GPS

- Specifies both ADS-B Out and ADS-B In

- ADS-B Out required by January 1, 2020 in non-general aviation airspace

UAT — Universal Access Transceiver

- General aviation / flights below 18,000 feet
- 978 MHz downlink

- Relieves congestion on 1090 MHz

- Supports ADS-B, but also Flight Information Service — Broadcast (FIS-B) and Traffic Information Service —
Broadcast (TIS-B)

MLAT — Multilateration

- Determines the aircraft's location by using time difference of arrival (TDOA) when an aircraft is detected
across three or more receivers/ground stations



Example ADS-B Tracker Websites

* FlightAware (commercial)
- Unique trilateration capability
- Free Enterprise Account ($89.95/month value) to feeders
- https://www.flightaware.com/

* FlightRadar24 (commercial)
- Free Premium Account ($35.88/year value) to feeders
- https://www.flightradar24.com/

 ADS-B Exchange (community co-op)
- http://www.adsbexchange.com/


https://www.flightaware.com/
https://www.flightradar24.com/
http://www.adsbexchange.com/
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FlightRadar24.com Live Display
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ADSBexchange.com Live Display
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SDR Software



Plane Spotting Ground Station Software

DUMP1090 Mutability (SDR Mode S Decoder)
- Oliver Jowett, Cambridge, UK

- Open source, forked from MalcolmRobb/dump1090
- https://github.com/mutability/dump1090
FlightAware PiAware (Web Flight Tracker)

- Includes multilateration client

- https://flightaware.com/adsb/piaware/

FlightRadar24 Raspberry Pi (Web Flight Tracker)
- https://www.flightradar24.com/raspberry-pi

Collectd (database of local statistics)
- https://github.com/mutability/dump1090-tools


https://github.com/mutability/dump1090
https://flightaware.com/adsb/piaware/
https://www.flightradar24.com/raspberry-pi
https://github.com/mutability/dump1090-tools

SDR Hardware



RTL-SDR USB Dongle

USB 2.0 Digital DVB-T SDR+DAB+FM HDTV TV Tuner Receiver Stick RTL2832U+R820T2 D9
$695 From Hong Kong

Buy It Now

Free shipping

- RLT2382U DVB-T Demodulator
- 7-bit ADC

*outputs 8-bit I/Q samples (in-phase/quadrature)
highest theoretically possible sample-rate is 3.2 MS/s
highest sample-rate without lost samples is ~2.8 MS/s
Dump1090 uses 2.4 MS/s

R820T tuner
- frequency range = 24-1850 MHz



RTL-SDR Recelver in Attic




Bill of Materials

$35 Raspberry Pi 2
$10 Cables, connectors, adapters
$7 RTL-SDR USB dongle
$6 16GB Micro SD card
$2 Wi-Fi USB dongle
free 5V @ 1 A Cell Phone Charger
$60 TOTAL
Optional:
$20 — 1090 MHz bandpass filter, or
$3 — satellite TV diplexer used as highpass filter

Prevents receiver desense from nearby radio transmitters,
e.g. cell tower, pager tower, ham radio, etc.



OEM Monopole on Ground Plane




4-element Coaxial Collinear Antenna

* Provides excellent gain vs. monopole

« Made from RG-6U satellite TV cable

e Unreliable due to connections between
copper-plated steel center conductor and
aluminum braid/foil shield




“Cantenna” Construction Detalls

A/4
69 mm
(VF=1)

Cup Shaped bottom
of Pepsi Can ]

+«— Pepsi can o

69 mm
(VF=1)

From FlightAware
user abcd567




“Cantenna” Sleeve Dipole In Attic




Reception Statistics



Monopole @ 1.5 meters (1* floor table)

Coverage Distribution
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Monopole @ 5 meters (2™ floor ceiling)

Coverage Distribution
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Collinear @ 8 meters (2™ Floor Ceiling)

Coverage Distribution
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“Cantenna” @ 8 meters (attic ridge)

Coverage Distribution

Show position distribution for: |2IIIIE-EIE-12 Show Last 24 hours
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30-Day Collection Statistics

Daily Collection Graphs (UTC)
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FlightAware.com 30-Day Ranking

30 Day Ranking

Positions Reported Aircraft Seen Positions Reported
Daily Daily Daily Daily Mearest
Username : Average Total Average Average Total Average Location
EE Madison, W,
1 A Tdds 07-Mar2015 Live 20 J33553 1,088 5872279 195742 48108 505 20334456 677815  United States
h C (KMSI)
phillip 21,008 42.969 EE Galesburg, IL,
32 AN wolford 11-May-2015 Live 30 T 10 4,172,847 139,004 o hY q632 13,150,568 438652  United States
* Ve Eo sms (KCBG)
45 John E= Wrightstown,
33 P DeGood 21-Apr-2015 Live 30 - __3“1?63 1158 5902,650 196,755 45690 4503 18,826,572 627552  MJ, United States
* - e (KWRI)
21 42921 EE College Park,
34 N 7|k2B55  10-Sep-2015 Live 20 2N 4034 3790508 126,250 BT g6 0,807,800 320020 WD, United States
= - (KCGS)
== Toocoa, GA,
35 AN Hbrant 29-Sep-2015 Live 20  2MATS g4 2531670 84,359 L 48888 4 hng 11,280,473 376,015  United States
. .- L g (KTOC)

| am ranked #33 of 5246 feeders worldwide



Collectd: local SDR statistics
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Reception Examples
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JFK Ground via Reflection or Ducting
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Security Considerations



Ghost in the Air(Traffic): On insecurity of ADS-B protocol and practical attacks on
ADS-B devices

Andrei Costin, Aurélien Francillon
Network and Security Department
EURECOM
Sophia-Anmtipolis, France
Email: andrei.comin@eurecom.fr, aurelien francillon@eurecom.fr

Abstraci—In this paper we investigate (in)security aspects of
Automatic Dependent Surveillance-Broadcast (ADS-B) proto-
col. ADS-B Is intended to be widely deployed in Air Traffic
Management (ATM) Surveillance systems by 2020, One of the
goals of ADS-B is to increase safety of air traffic. While the
security of ADS-B was previously questioned, in this paper
we demonstrate that attacks are both easy and practically
feasible, for a moderately sophisticated attacker. Attacks range
from passive attacks (eavesdropping) to active attacks (message
Jjamming, replaying of injection)

The attacks have been implemented using an Universal Soft-
ware Radio Peripheral (USRF). a widely available Software-
Defined Radio (SDR). for which we developed an ADS-B
receiver/transmitter chain with GNURadio. We then present
and analyze the results of the implemented attacks tested
against both USKP-based and commercial-off-the-self (COTS)
radio-enthusiast receivers. Subsequently, we discuss the risks
associated with the described attacks and their implication on
safety of air-traffic, as well as possible solutions on short and
long terms. Finally, we argue that ADS-B, which is planned
for long-term use, lacks the minimal and necessary security
mechanism to ensure necessary security of the air traffic,

Keywords-Architecture and Design Alr  Traffic Control,
Alr Traffic Management, Automatic Dependent Surveillance-
Broadcast, ADS-B, message injection, message replay, wircless
security, privacy.

[. INTRODUCTION

Automatic Dependent Surveillance-Broadcast (ADS-B)
is an Air Traffic Management and Control (ATMATC)
Surveillance system that is intended to replace traditional
radar based systems and is expected to become an essential
part of the Next Generation Air Transportation System
(MNextGen)-like systems. Figure 1 shows an envisioned by
[4]. and already partially deployed, architecture for the
NextGen-like systems, along with ADS-B as part of it

The concept behind ADS-B is guite simple and can be
summarized as follows: ADS-B avionics broadeast a plain
text, unencrypted, error-code protected messages over radio
transmission links, approximately once per second. Those
messages contain the aircraft’s position, velocity, identifica-
tion, and other ATC/ATM-related information.

For the spatial position derivation, ADS-B is designed
to use mainly GPS, though GPS is prone to GPS-derived
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Figure 1. Envisioned MextGen airspace system with ADS-B and e-cnabled
aircrafis according to [4].

attacks [533], [54]. However, these GPS-oriented attacks are
out of scope of this paper, Tippenhauer et al. provides more
details on GPS spoofing in [32]. On the other hand. GPS
sensors used in ADS-B devices must comply with ADS-
B requirements, specifically with RTCAMO-229C TSO-
Cl45a [24] {e.g. Garmin GDL 90 [59], Freeflight 120x [60]
and others). Those standards specify the requirements for
integrity checks on GPS signals, hence allowing ADS-B to
withstand most GPS-related attacks. On top, [33] suggests
inclusion of spatial accuracy parameters in ADS-B messages
to enable GPS error computation by the receiver, while [34]
proposes the use of Ground-Based Augmentation System
{GBAS) to add resilience to unintentional or intentional GPS
EITOTS.

ADS-B can be used for several purposes and has the

following intended benefits :

« increased safety of the air-traffic management and con-
trol. It is intended to dramatically improve situational
awareness of pilots, by providing them access to the
same kind of real-time air-traffic information as ATC
controllers. For example, will receive information from
other aircrafts and information about weather and ter-
rain.
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summary of
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Cited Vulnerabilities

 Disruption of GPS Readings

* Wireless Jamming, Exploitation, Manipulation
» Aircraft Reconnaissance

* Ground Station Flood Denial

» Ground Station Target Ghost Inject

* Ground Station Multiple Ghost Inject
 Aircraft Flood Denial
 Aircraft Target Ghost Inject



Example ADS-B Attacks

* Replay attack
- Difficulty: easy
- Danger: low-moderate

- Possible Mitigations: radar, multilateration, track
discontinuity, group verification

e Synthetic packets
- Difficulty: moderate-high
- Danger: moderate-high

- Possible Mitigations: radar, multilateration, track
discontinuity, group verification



Always trust your instruments, son
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