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Introduction to Plane Spotting



  

Plane Spotting Jargon
● Mode A

– Transponder “squawk” code (4-digit, octal)
– 1030 MHz interrogation; 1090 MHz response

● Mode C
– Barometric pressure altitude

● Mode S (Select)
– Makes the ACAS II (Airborne Collision Avoidance System) and the ADS-B systems function

● 1090 MHz Extended Squitter
– Extends Mode S
– Unsolicited 1090 MHz downlink

● ADS-B – Automatic Dependent Surveillance-Broadcast
– Uses a certified, high-integrity GPS

– Specifies both ADS-B Out and ADS-B In

– ADS-B Out required by January 1, 2020 in non-general aviation airspace

● UAT – Universal Access Transceiver
– General aviation / flights below 18,000 feet
– 978 MHz downlink
– Relieves congestion on 1090 MHz

– Supports ADS-B, but also Flight Information Service – Broadcast (FIS-B) and Traffic Information Service – 
Broadcast (TIS-B)

● MLAT – Multilateration
– Determines the aircraft's location by using time difference of arrival (TDOA) when an aircraft is detected 

across three or more receivers/ground stations



  

● FlightAware (commercial)
– Unique trilateration capability

– Free Enterprise Account ($89.95/month value) to feeders

– https://www.flightaware.com/

● FlightRadar24 (commercial)
– Free Premium Account ($35.88/year value) to feeders

– https://www.flightradar24.com/

● ADS-B Exchange (community co-op)
– http://www.adsbexchange.com/

Example ADS-B Tracker Websites

https://www.flightaware.com/
https://www.flightradar24.com/
http://www.adsbexchange.com/


  

FlightAware.com

5246 feeders
worldwide

(2/17/2016)



  

FlightAware.com Live Display



  

FlightRadar24.com Live Display



  

ADSBexchange.com Live Display



  

SDR Software



  

● DUMP1090 Mutability (SDR Mode S Decoder)
– Oliver Jowett, Cambridge, UK

– Open source, forked from MalcolmRobb/dump1090
– https://github.com/mutability/dump1090

● FlightAware PiAware (Web Flight Tracker)
– Includes multilateration client
– https://flightaware.com/adsb/piaware/

● FlightRadar24 Raspberry Pi (Web Flight Tracker)
– https://www.flightradar24.com/raspberry-pi

● Collectd (database of local statistics)
– https://github.com/mutability/dump1090-tools

Plane Spotting Ground Station Software

https://github.com/mutability/dump1090
https://flightaware.com/adsb/piaware/
https://www.flightradar24.com/raspberry-pi
https://github.com/mutability/dump1090-tools


  

SDR Hardware



  

RTL-SDR USB Dongle

• RLT2382U DVB-T Demodulator
• 7-bit ADC
• outputs 8-bit I/Q samples (in-phase/quadrature)
• highest theoretically possible sample-rate is 3.2 MS/s
• highest sample-rate without lost samples is ~2.8 MS/s
• Dump1090 uses 2.4 MS/s

• R820T tuner
• frequency range = 24-1850 MHz



  

RTL-SDR Receiver in Attic
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Bill of Materials

Optional:

$20 – 1090 MHz bandpass filter, or

$3 – satellite TV diplexer used as highpass filter

Prevents receiver desense from nearby radio transmitters, 
e.g. cell tower, pager tower, ham radio, etc.

$35 Raspberry Pi 2

$10 Cables, connectors, adapters

$7 RTL-SDR USB dongle

$6 16GB Micro SD card

$2 Wi-Fi USB dongle

free 5 V @ 1 A Cell Phone Charger

$60 TOTAL



  

OEM Monopole on Ground Plane



  

4-element Coaxial Collinear Antenna

● Provides excellent gain vs. monopole
● Made from RG-6U satellite TV cable
● Unreliable due to connections between 

copper-plated steel center conductor and 
aluminum braid/foil shield



  

“Cantenna” Construction Details

From FlightAware 
user abcd567



  

“Cantenna” Sleeve Dipole in Attic
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Reception Statistics



  

Monopole @ 1.5 meters (1st floor table)



  

Monopole @ 5 meters (2nd floor ceiling)



  

Collinear @ 8 meters (2nd Floor Ceiling)



  

“Cantenna” @ 8 meters (attic ridge)



  

30-Day Collection Statistics

2nd Floor Bedroom Antenna: May 15 – Jun 12, 2015

Attic Antenna: Jan 16 – Feb 13, 2016

January 2016
Blizzard

Built Collinear
Antenna



  

FlightAware.com 30-Day Ranking

I am ranked #33 of 5246 feeders worldwide



  

Collectd: local SDR statistics



  

Reception Examples



  

Maximum Line-of-Sight Range
http://heywhatsthat.com/

30,000
feet

10,000
feet

The layers of air 
cause refraction of 
radio waves. As a 
result, radio line-
of-sight may 
extend beyond 
optical line-of-
sight by as much 
as 50 to 100 
nautical miles.



  

DUMP1090 Web Display

100
Miles

150
Miles



  

JFK Ground via Reflection or Ducting



  

Squawk 7700 – General Emergency



  

Security Considerations



  

Black Hat 2012
Las Vegas, NV
July 25, 2012

Includes a good 
summary of 
related work.



  

Cited Vulnerabilities

● Disruption of GPS Readings
● Wireless Jamming, Exploitation, Manipulation
● Aircraft Reconnaissance
● Ground Station Flood Denial
● Ground Station Target Ghost Inject
● Ground Station Multiple Ghost Inject
● Aircraft Flood Denial
● Aircraft Target Ghost Inject



  

Example ADS-B Attacks

● Replay attack
– Difficulty: easy

– Danger: low-moderate

– Possible Mitigations: radar, multilateration, track 
discontinuity, group verification

● Synthetic packets
– Difficulty: moderate-high

– Danger: moderate-high

– Possible Mitigations: radar, multilateration, track 
discontinuity, group verification
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